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Twenty years ago, the revolution in military 
affairs (RMA) was described as a new 
approach to warfare, focused on the use of 
information and automation on the battlefi eld 
to make forces “more lethal” and more “agile”. 
During the last decade, the accelerated digital 
transformation based upon the combination of 
breakthrough technologies and new concepts 
has given its true momentum to RMA. It is 
now possible to generate, share, exploit huge 
amount of data which opens the way to global 
information dissemination and better informed, 
machine assisted, accelerated decision 
process. The effi  ciency of this operational 
digital transformation relies on capacity to 
build adaptive and secured command and 
control networks able to answer to operational 
environments’ diversity, ensure the suitable 
connectivity between all participants, and 
deliver relevant information to selected 
participants at the right time. This opens the way 
to optimizing the contribution of every single 
battlefi eld actor, be it land, see, air, space or 
cyber combatant, remotely controlled systems, 
autonomous vehicles and a multitude of 
sensors… This should ultimately allow to select 
in near real time the most suitable combination 

of military kinetic or non-kinetic effects to 
achieve operational aim. This is the essence 
of the collaborative combat concept, which 
should enable the building of multinational 
coalitions based on the combination of 
genuine digital interoperability and maximum 
fl exibility. Developing collaborative combat 
requires a deep transformation of development, 
acquisition, upgrading, modernization, and 
support processes. It also relies on promoting 
collaborative innovation involving operational 
end users and industry to integrate new 
digital technologies while keeping a constant 
operational focus. 

This fi rst contribution is part of a “Vauban 
papers” series aiming at sharing best practices 
on operational digital transformation through a 
multidomain, multinational, public and private 
collaboration. 
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OPPORTUNITIES AND CHALLENGES 
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The digital transformation of Armed forces has 
impacted key roles in the operational command and 
control chain and increasingly at the tactical level, 
down to the combatant across fi ghting spaces, land, 
sea, air, space, cyberspace or information domain. 

The digitalising of weapons systems has long been 
a tool for innovation and modernisation of military 
operational capabilities. It has brought about 
outstanding progress by dramatically increasing 
armed forces’ connectivity, real time tactical 
situational awareness, target identifi cation, extreme 
precision of smart weapons, or miniaturisation of 
operational sub-systems. Integration efforts have
leveraged the benefi t of state of art digitalisation 
technologies and increased operational effi  ciency 
across the entire operational spectrum. And yet, 
lessons learned from a broad range of military 
operations and exercises have shone a light on 
key limits and constraints of operational digital 
transformation. For any military operation, 
communication networks’ capacity, ensured 
continuity, or reliability are paramount. They often 
demonstrate disturbing limits however, while the 
need for increasing information exchange has never 
been so pressing. While the civilian world is seeing 
a constant modernisation of communication tools 
and networks  supported by an ongoing revolution 
of information technologies, in the military, 
keeping the pace represents a major challenge. 
Military operational digital transformation 
must take into account some key military 
requirements such as rusticity, cybersecurity, 
as well as the crucial national and interallied 
interoperability factor. 

Operational digital transformation is reaching a major 
step with the emergence of data as an essential 
ingredient of knowledge, of power, as the engine for 
innovation, as a precious good to be capitalised upon, 
to be fully exploited and shared. 

This second “Vauban Paper” aims to share thoughts 
and best practices on how best to operationalise a fully
data-centric transformation at the tactical level of 
operations. It identifi es the benefi ts of being able 
to access and exploit gigantic data fl ows generated  
by combatants, and by a multitude of sensors and 
weapons systems. Among the many breakthrough 
technologies which underpin this tactical digital 
transformation, attention must focus on the growing 
potential of edge computing which should enable, 
among others, the full exploitation of a new generation 

of smart sensors at the combatant level. 

Operationalising a new data-centric approach at the 
tactical level is certainly is both a major challenge and 
opportunity, and could well prove to be a game changer. 
It will require addressing and overcoming potential 
shortcomings such as data dependency, reliability, 
or cybersecurity to name but a few. This is the price 
to pay to ensure that digital transformation brings 
about a crucial contribution to collaborative combat.
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The question of how to integrate a multitude of 
diverse data collected by multiple human and 
technical sensors is not new. Until recently, 
a typical answer has been to create numerous 
specifi c chains dedicated to sorting, assessing, 
deciphering, and merging operational data in 
operational Command and Control (C2) organisations 
to advise military authorities. 

In the process, commanders have been confronted 
with a clear dilemma: on the one hand, they can 
push for the systematic exploitation of the huge 
intelligence potential of an exponentially growing 
mass of data. One the other, they may prefer to 
rely on their own operational experience, on their 
own assessment and on their own selection of 
information, at the risk of ignoring weak but 
essential signals. The outcome of the information 
battle depends on this choice. This major 
operational challenge for national armed forces 
and multinational organisations (NATO, EU, 
coalitions…) calls for a structured, concerted yet 
urgent answer, combining end-users’ expertise with 
the adoption of the most advanced digital 
technology. 

To be clear, this does not mean superposing the 
former and the latter, but rather the integration of 
both. The ability to achieve this synergy is at the core 
of a true digital transformation for modern armed 
forces, starting with their C2 structures and systems. 
Since the end of the Cold War, C2 capabilities have 
dramatically evolved to cope with very dynamic 
operational environments and face a wide spectrum 
of threats, both in the traditional domains (Land, 
Sea, Air) and in space, cyberspace and, increasingly, 
in the informational sphere. At the command level, 
integrating these different domains, assessing 
related threats, and synergising the most appropriate 
actions represent the new operational paradigm. 

In the face of this profound transformation, the 
traditional approach to “Command and Control” and 
ways of expressing and meeting operational needs 
are no longer relevant. As a matter of fact, today and 
even more so tomorrow, the modern C2 should allow 
the centralisation, organisation, and smart employment 
of vast amounts of diverse data for a better control of 
operations in real time, and the conduct of fruitful 
ex-post analysis. Here, the exploitation of Big Data 
should improve commanders’ situational awareness 
and assessment of the best course of action, and their 
ability to learn from potential mistakes. It should in 
turn lead to swift and effective planning adaptations 
through improved prioritisation of efforts and more 
accurate identifi cation of adversaries’ centres of 
gravity. Achieving this level of reactivity, agility and 
effi  ciency, while guaranteeing security and resilience, 
requires that new C2 systems be designed to provide 
a high level of fl exibility to adapt to  the evolutions 
of operational needs (and not the opposite!) and 
conceiving their security and resilience by design. 

Emerging digital technologies have the potential to 
meet this challenge, provided that new C2 systems, 
including embedded AI engines, are conceived by 
integrated teams including end-users and industry 
working in full synergy. 

This is one aim of this third chapter of our “Vauban 
Papers”: to promote joint team efforts focused on 
operational aims, ability to test, experiment and 
develop adapted, agile, reliable solutions open to 
interoperability with current and future C2 systems.
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FOREWORD

DATA INTEGRATION:

A POWERFUL LEVERAGE FOR TRANSFORMING OPERATIONAL COMMAND AND CONTROL, A KEY 

TECHNICAL-OPERATIONAL CHALLENGE, A NEW APPROACH TO MEETING OPERATIONAL NEEDS.
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DATA AT OPERATIONAL LEVEL
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Digital transformation in defence represents both a way 
to improve the planning, control and execution of military 
operations and a powerful leverage to prepare armed 
forces to face new geostrategic challenges, emerging 
risks and resulting threats.

The three previous “Vauban Papers” have highlighted 
the current state of play of digital transformation, its 
benefi ts and limitations for the combatant and most 
recently its major impacts on the art of command.

These food for thought papers have been fuelled by 
“Vauban Sessions” organised under the auspices of the 
French Rapid Reaction Corps. A clear outcome of these 
refl ections was how the success of operational digital 
transformation relies on a dynamic combination of 
factors, namely human skills, new digital technologies 
and the involvement of industry. For maximum benefi ts, 
this joint endeavour must be supported by a sound 
dual track approach. First, a continuing refl ection on 
new operating concepts (multi domain combat, agile 
command posts, sharing of responsibilities between 
operational and tactical command, combat clouds 
development…). Second, as Artifi cial Intelligence (AI) 
capabilities evolve, the benefi ts and limitations of the 
automation of command and control functions and 
processes must constantly be assessed.

A fi rst conclusion is that operationalising digital 
transformation calls for an innovative, collaborative, 
cross functional effort. This should yield a new 
incremental approach, centred on operational users’ 
requirements, moving beyond traditional and lengthy 
capability development processes.

The aim is the early integration of the latest digital 
technologies on the market, together with the 
inception of new systems, supported by a dynamic 
demonstration and development process. Operational 
users, supported by industry experts, must be able 
to test and refi ne new concepts, imagine innovative 

solutions, and take back control of the development, 
uses and evolutions of operational systems. 
To be clear, this is not about armed forces taking 
charge of the entire information systems conception, 
development, exploitation and maintenance cycle. 
This is not their job, acknowledge even by 
the US’s powerful armed forces, as well as 
the British. Both have decided to build the 
success of their digital transformation on 
co-innovation and cooperation with industry. 
To achieve that goal, it is paramount to identify the 
indispensable skills that armed forces must develop 
and retain in order to understand the added value 
of new technologies, to develop their operational 
requirements accordingly, drive needed adaptations 
and ensure the highest level of cybersecurity. 
Maintaining interoperability between different 
information systems, be it for national, NATO or 
international coalitions, represents a key challenge 
which must be addressed as early as the conception 
phase. Most advanced technologies such as 
virtualisation cast a new light on interoperability, 
much more dynamically than in the past. It is now 
possible to create different spheres of information 
confi dentiality and sharing according to national 
policies (strictly national, open to NATO, open to 
coalitions partners…) in near real time. In the end, 
the will and ability of different actors to cooperate 
is key to the success of an operationally driven 
digital transformation. To promote such an open 
approach of digital transformation, this  4th Vauban 
Paper addresses the potential and limitations of 
AI systems in supporting operational command. 
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