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This is a sample assessment report for the types of security insights  

Wiz provides you with. In this report, you will learn about the Wiz 

Inventory, which provides you with visibility into every technology  

running in your environment. You will be introduced to the concept of  

Wiz Issues, which are combinations of risks that create an attack path  

in your environment, and will review a few examples of Wiz Issues across 

different risk factors such as external exposure and exposed sensitive 

data. For each Issue, you will see a summary of the findings and the 

evidence on the Wiz Security Graph. This sample report will also review 

an example of the compliance insights you get with Wiz, including  

your compliance posture against a framework, and the compliance 

posture of all your Wiz Projects. Lastly, you will review sample CI/CD scan 

results, which scans for misconfigurations, vulnerabilities, and exposed 

secrets in your CI/CD pipeline.
 

These are just a small subset of the security insights you get with  

Wiz to help you get familiarized with the platform, let’s get started!

Introduction

https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4
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Deployment Scope



Cloud subscriptions inventory



Wiz connects to your cloud environment using the cloud provider’s APIs and scans your entire 
technology stack without any agents. On the Wiz Inventory page, we can see that Wiz is 
connected to these cloud environments�

� Amazon Web Service�

� Alibaba Clou�

� Microsoft Azur�

� Google Cloud Platfor�

� Oracle Cloud
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Overview of your environment



Hosted databases

There are 8 hosted database technologies in use in your cloud environment


Resources with EDR agent

26 cloud resources have the Microsoft Defender for Endpoint (Formerly ATP) agent installed
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Which is 4.3% of your Azure compute resources


Overview of issues 



Wiz runs deep risk assessment across these risk factors and provides built-in dashboards to 
understand risks around each.
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Wiz correlates all these risk factors to identify Wiz Issues in your environment, which are 
combinations of the different risks that result in an attack path in your environment.  
Wiz Issues are prioritized based on criticality.


There are 153 critical issues in your environment
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Issue Examples



Findings



� The machine has a Linux OS that is unpatche�

� There are 6 critical vulnerabilities running on the virtual machin�

� There is a MongoDB running on the machine and the version is end of life�

� Internet exposure is validated on ports 22 and 8�

� Sensitive PII data was found on the machine

External exposure example 
Publicly exposed virtual machine with a vulnerability with a known exploit and high permissions

1.

https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4
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Findings



�  This VM has a public internet exposure path on ports 20,80,808�

� 24 secrets are stored on the Azure Virtual Machin�

� There is an AWS Secret Key stored on the machine that allows lateral 
movement from the Azure environment to your AWS environmen�

� There is an Azure Refresh Token found on the machine that provides 
access to an Azure AAD Admin use�

� There is 1 critical vulnerability found on the virtual machine

Secure use of secrets example 
Publicly exposed virtual machine with cleartext cloud keys allowing cross-account access

2.

https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4
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Findings



� The container runs a Linux Ubuntu OS that is End of Lif�

� The container has IAM Role with * permission�

� This container is exposed to the internet on port 80

Identity and access example 
Publicly exposed container with effective global admin permissions

3.

https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4
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Findings



� There is sensitive data found on the virtual machine SB including PII, 
Digital Identity, and Financial dat�

� There is another virtual machine that has a critical vulnerability and has 
admin permissions allowing it to assume a role and reach the sensitive 
data on S�

� That machine is also exposed to the internet on port 20,80,443

Data protection example  
Publicly exposed virtual machine with vulnerability and data access to sensitive data

4.

https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4
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Findings



� The virtual machine has hosted technologies including Redis, Consul, 
and Jupyter Noteboo�

� There are 3 critical host configuration finding�

� The Jupyter Notebook and Redis are misconfigured to allow 
unauthenticated access which can lead to an RCE attac�

� Consul is misconfigured to allow arbitrary code execution

Host configuration example 
Publicly exposed VM with a critical RCE host configuration finding

5.

https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4
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Findings



� The Kubernetes container has 3 critical network vulnerabilities verified in 
runtim�

� It has a validated open port to the internet on port 8�

� The container is running an End of Life version of NGIN�

� There was a connection to a known malicious domain from the container

Threat detection example 
Connection to a known malicious domain was detected from a Kubernetes container


6.

https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4
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You compliance posture against CIS Controls v8 is 97%



You can find your overall compliance posture across all your Wiz Projects on the compliance 
heatmap. Wiz Projects let you group your cloud resources according to their users and/or 
purposes, such as the team that owns them. You have 4 projects in Wiz, and 5 compliance 
frameworks, and this is the compliance posture of each project:
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Your current compliance posture


https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4


Wiz secures everything organizations build and run in the cloud. Founded in 2020, Wiz is the fastest-
growing software company in the world, scaling from $1M to $100M ARR in 18 months. Wiz enables 
hundreds of organizations worldwide, including 30 percent of the Fortune 500, to rapidly identify and 
remove critical risks in cloud environments. Its customers include Salesforce, Slack, Mars, BMW, Avery 
Dennison, Priceline, Cushman & Wakefield, DocuSign, Plaid, and Agoda, among others. Wiz is backed by 
Sequoia, Index Ventures, Insight Partners, Salesforce, Blackstone, Advent, Greenoaks and Aglaé. Visit 

 for more information.https://www.wiz.io/

About Wiz 
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You have 541 CI/CD scans in your environment scanning for misconfigurations, vulnerabilities, and 
exposed secrets in your resources, out of them 34% failed
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CI/CD scan overview

https://www.wiz.io/
https://www.figma.com/file/zRwGZOeYfmeeM7T8poZHSf/Wiz?type=design&node-id=2834-13222&t=T3z0JnJVfPKzUopa-4

